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U mIidausessUUAIEYIE

ensgunn
Building Floor Part Equiprment Description Amount
Core Switch Core Switch at Office Building &
Core Switch SFP Module Sh SFP Module ®
Office Building Flo 5FP+ Module SM SFP+ Module (Uplink Between Building) ®
LIPS UFs UPS mooolA ®
Fower Distribution s )
PDU urit AC Power Distribution Unit sle outlets L
11
Core Switch Core Switch at Exhibition Building =
Core Switch | cepy Module MM SFP+ Module (Connect to Access Switch) b
SFP+ Module S\ 5FP+ Module (Uplink Between Building) @
Wirslass Wireless Controller | Wiretess Controller at Exhibition Building
— Controller Twinax Cable Twinax Cable (Connect to Core Switch)
ibition
Bullding Fia POE Switch POE Switch to Support Access Paint ®
I I
Access Switch | Access Switch Access Switch to Support Client ®
SFP+ Module MM SFP+ Module (Connect 1o Core Switch) L]
Wiraless Access Point Access Point &
UFSs UPrs UPS moocVA @
Power Distribution
POU L il AC Power Distribution Unit sle outlets ®
Linit -




POE Switch POE Switch to Support Access Point &

Access Switch | Access Switch Access Switch to Support Client ®

Flio SFP+ Module MM SFP+ Module (Connect to Core Switch) o
Wireless Access Point Agcess Paint &

uPs ues UPS mtacVA ®

POE Switch POE Switch to Support Access Point @

Access Switch | Access Switch Access Switch to Support Client b

Flen SFP+ Module MM SFR+ Module (Connect to Core Switch) m
Wireless Access Point Access Paint v

LIPS UPs LUPS atioaVA ®

Fleudt | Wireless Access Point Access Point B
POE Switch POE Switch to Support Access Point ®

Access Switch | Access Switch Access Switch to Support Client s

Fle SFP+ Module MM 5FP+ Module (Connect to Core Switch) o
Wireless Acgess Point Access Point &

uers Uprs UPS mdiooVA ®

FLad | Wireless Access Point Access Point B
POE Switch POE Switch to Support Access Paint @

Access Switch | Access Switch Access Switch to Support Client ®

Fl& SFP+ Module MM SFP+ Module (Connect to Core Switch) L
Wireless Access Point Access Point [

Urs uPs UPS adiooVA &

Access Switch | POE Switch POE Switch to Support Access Point ®

Flio | Wireless Access Point Access Point o
ups uPs UPS adicoVA @

Fled | Wireless Access Point Arcess Point @

& TwazBuanuAnYusawIsYaIRUnal

msdemmisudsngunsalsruueiasevdnaufiimg S & U Ussneude

¢.a) pUnsainseednguvdn (Core Switch)

&) puUnsainszeedyg unwenaTs v e (Access Switch es port)
o) gunsainseTedyg LR NeIATs TR b (Access Switch & port)




¢.«) gunIsinseaiefygiamuaians vied o (POE Switch = port)
&.&) UnIRinsEEFynINATLENATS 17 & (POE Switch log port)
¢.5) gunsalrIuAATaTILLTaTE (Wireless LAN Controlier)

&.o) gunsainseedygnliane (Wireless Access Point)

d.=) Transceiver SFP Medule Single-mode

&.¢?) Transceiver SFP+ Module Single-made

&.@0) Transceiver 5FP+ Module Multi-mode

¢.ea) @oG Twinax Cable SFP+

t.al) gUnsaidrsadlwih vilafl @ (UPS)

¢.am) Unsaidrsadlnin wiindl w (UPS)

t.ox) TIUENIWIA (PDU)

¢.ad) wiaTnmMaTATETIEATEEULAD

¢.ab) awdgyqaaiovies Fiber Optic muusnuazniglusiats (Outdoor / Indoor) vim Multi-Mode

OMen o Core

&.o0) MEdynInRTeUTe Fiber Optic npusnuaznisluemis (Cutdoor / Indoor) ¥iin Single Mode

mw Core

¢.0c) Medygalouihuadmiudeusegunialuuy Pigtail Multi Mode
¢.ox) medygnlouiriuadmivfeusegunsaluvy Pigtail Single Mode

&.oo) MedfyfIuATETE Fiber Optic Fuiaguuuy Multi-Mode
&ioa) B udygneTae Fiber Optic ﬁﬂﬁﬂgﬂuuu Single Mcde
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. ar a - “ =i = mam vy &
v.a guUnIninszaedyaumdn vief e (Core Switch) $1uTU In 1A384 lauaudiatadessialuil
v.0.0) U Layer o Switch #ilounm Switching Capacity litfaenin €so Gbps uwasiluszaviamilunis

dwiutioyn Forwarding Rate laitfaund aoo Mpps

b.ede) dminsrnudwmdn (System Memory) vunalitioenit <GB (raw) miieaudn (Flash memory)

¥ig SSD wuAlliuBenT @oGB (raw) kazmnuAI1uen (Packet buffer memorny) TUIRLITEENTT @leMB

b.e.a) Siledielndioe (Redundant Power Supply) fanunsonesneuuasvhaumsunuiuliiud

e« DdrauszueAeisudsediansonanfoulalusue vy

b.e.d) IWoin eo Gigabit Ethemet WU mo GBASE-X SFP+ atiittion eb tas fianusauhsfadays
(Encryption) uLATEIY IEEE cob.eAE MACsec I wingunsalfiauslumusoinlaliiausgunsnl MACsec

Adapter EWniArfiugunsaifiausyfiuneynl

b.eb) TorSunTsRiuwese @oGigabit Ethernet WUy QSFP+ WWlusuem
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v.an) fluga Transceiver Bfaidinaiugunsaifiaua fiannsasiud Optical Power I Wuu @G Multi
Mode $1tnulitfoent e Tuga dwiu Switch Fiemsermsauioying+ o wiae waxll Transceiver Module
WY 910G Single Mode $1utu o ugadmiy Switch finsermsfuinwdaientosiunimeund o wdos
va.c) Aluayuiiuiu MAC Addresses litiaumn e ooo Addresses
D.e.) ENITOVITURRLIRIEIU IEEEGo.aD, IEEESc.aw, [EEEdcl.as, IEEEGcb.ap, IEEEGon.aQ
waz IEEEscls.mad 16
b.a.@0) A0V IP routing protocol 1w
@) Static Route
) Dynamic Route
&) Routing Infarmation Protocol (RIP) vevls, Routing Information Protocol next generation
RiPng
«) Open Shortest Path First (OSPF), Open Shortest Path First (OSPFvan)
&) Border Gateway Pratocol (BGP)
) Enhanced Interior Gateway Routing Protocol (EIGRP, EIGRPva)
#l) Policy-based routing (PBR)
b.e.ae) 1IN IP Multicast routing protocol TAun Pm Sparse Mode upg PIM Source Specific
Mode 18
b.e.al0) 5833UNTSAUinsARuRvETenAuI S Aslu3nTs 1SS, BGP, VRF, MPLS wax VXLAN 1#
b.a.ea) #10150%11 Port Mirror (SPAN), Remote Port Mirrar (RSPAN) uas Encapsulated Remote Port
Mirrar (ERSPAN)
v.a.ex) AuI0lUnIRlu DHCP Server, DHCP Relay Agent 16
b.a.ed) sEfumsitininddvieonduafifiovh deep packet inspection (fingerprinting) (Ref1vum
QoS w84 Application 14
b.e.eb) AR MURANN NN IRUSNTT Quality of Service (QoS) 1#
b.e.ew) Classification: Layer & header, IP header (Layer m) wax TCP/UDP header (Layer &)
b.e.ac) Queuing: Priority Queuing, Bandwidth percent, Bandwidth Remaining uat Weighted Tail
Drop (WTD) ¥3a Weighted Random Early Detection (WRED)
b.e.ec) Traffic Policing
b.a.oo) Traffic Shaping
b.00a) BisiFuiaunsatiasiunslaufviessnananans (CPU DoS Attack) funtsvih Traffic Rate-
Limiting # CPU Input Queue #lnadnlu®
..ok} Bunsaimusnstiasiunsdsinudoyadie iPve ACL, IPvo ACL, Port ACL, MAC ACL ups
VLAN ACL 1#
b.edom) Iiduiiannsatestunisianf wIoynn Mu Per port Broadcast Multicast Unicast Storm
Control, Port Security, BPOU Guard, Spanning Tree Root Guard, Private VLAN, DHCP Sncoping, Dynamic ARP
inspection, \#
b.e.oa) HlUsunsy Packet analyzer (Wireshark wisieuwin) melufgunsal Tawannsnfiuteyauuy
wawzas (Fitering) lugulvd peap dodnasluds Analyzer tool 18
v.a.iot) unadmivisysaiifnisldoueiens (Pve use IPvos Flow Usage Statistic) Aswsgiu

Netflow w3D sFlow wia IPFIX I8 nL1 M
11 ./’?
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.0.10b) fiwdin Out-of-band management Wy Gigabit Ethernet, RS-lsmls, USB D848 & noin

v.e.oa) FurIn LI IRAE§ansaUNTAlRIL CLI, Telnet, SSH, Web Ul, NTP, Syslog, IPve address,
debug uaz SNMPva 17

b.0.0c) atuayumiuhfusenduIifeydd  (Programming) WU NETCONF/YANG  upe
Python lelustiatis

5..0) quﬂﬂﬁﬂﬁaammmﬁmﬁwu Rack @a” W

b.a.mo) Anunsavhnuiussuu Wi ludsswelneuuy wieo VAC, otz 16

b.e.ma) FIUMTTUTEWIANRTEIUATNYREAAY IEC, FCC une UL

b.a.mi0) gUnsaiuLe Fonduvadysl Taudunsldunnoy

b.0.0m) UVitveihiauetsdadldfumsunsiettadumans '[um*:i'juu-ity‘ﬁ41un$aﬁa1nuﬁ'ﬁﬁl.ﬁu
Vidnae vesudndndo fussdluysamalves windy

oo QUATRInTz LAY IUMYIATS BlAT @ (Access Switch e port) 31Uy & wdas SauauiRatutos
Aasaluil

bine) fUnIhilu Layer & Switch #illvuw Switching Capacity Lifoenin e Gbps uasd
UsedvEnwlunsasinuioys Forwarding Rate laitfaunin eitlom Mpps

bio.o) IvulgaudvEn (Memory) vunelitinenii b GB uardimiinainud (Flash memory) wuwly
Upenin & GB

bloa) seesfumsinlugadmiuvi Stack bandwidth litfesnin so Gbps dgeaelailionnin & &

vioa) Iwsin Ethernet wuu Rled Lifounit ba woin uszliwedn SFP+ lideundt « wodn

vio.d) i Transceiver Module Wt @oG Multi Mode $hurulidesnit & lugasagunsal Switch @
w303 werdpadiuvoiiieniuiy switch

Siob) sasiumsifiuszuuinsivdrsas Wayelayavdads yadfidedosamisavheu 1Hund wae
aunsooonUdsuldlnsssuussnhouldoswindedlul®

via) IMeausueeioudrses

blo.g) atuayuiIu MAC Addresses litiaunin eo,000 Addresses

bio.)  AUUAYUNTTETIYE MACsec encryption

b.n.ao) AduayunsyTULLY Control Plane Policing (CoPP) itetlaefumsinufivineyssinananans

bis.ee) ATUAYUNM LR ug U aluil STP, Trunking, Private VLAN (PVLAN), OSPF - scoo
routes, Policy-Based Routing (PBR) , IP SLA Responder 1
b.o.al) AUAYUMTUATIABUTEYA TR UUWAT YUY Streaming telemetry, Switched Port
Analyzer (SPAN) Wa¥ Rermnote SPAN (RSPAN)
blo.am) 5937UN5Y1 encapsulate uay decapsulate muuIRIgUINTIAARA vitual extensible LAN
(VXLAN) w38 GRE Tunnel \#
vio.ec) SfUNMPNURILAINATNTS nuaqﬁﬂﬁ'ﬂ;ugq
@) Enhanced Interior Gateway Routing Protocol (EIGRP, EIGRPv)
In) Hot Standby Router Protocol (HSRP)
m) Intermediate System-to-Intermediate System (I5-I5)

&) Bootstrap Router (BSR)
by




&) Multicast Source Discovery Protocol (MSDP)

bin.ed) ATU1INIIIUTINAULENAWS Software Define Network (SDN) A-ae NETCONF, RESTCONF,
YANG, PnP Agent, PrP laiiluss niay

blb.ab) aﬂniﬂﬂﬁaammmﬁaﬁwu Rack ea” 191

blo.ae) aTTIaviTuRUsEUUINRT luUsEwElELLUL Bleo VAC, #oHz 18

buo.ec) gUnsaivaves Faadured lheodumsliounnoy

ie.ex) gUnsniaus Foaduifadiniuguniniluite ve

bo.oo) U=t iaussedasldfunisunsdaatrafiumenis Tunsfuuse HERRIT SiifvnuIdnddy
Uiy vesuiinsdn fusssilutszmelngs windy

.o gUnsainsze eIy viisi e (Access Switch & port) $1u7u b 1WTae HauautRathetioy
Fasolud
o) fUnsnhiliu Layer ' Switch WU Switching Capacity litiosndl ewo Gbps uad
Usedvinlumsdeiutaya Forwarding Rate lsiiaumin amo.cte Mpps
vaio) HwulsAarudmEn (Memory) sunalitoeni b GB uardivunea11ud (Flash memory) sunsisl
usenit « GB
o) sesfumudulugadwinh Stack bandwidth Lt co Gbps IWgeglitionn = #
o) Hwadn Ethernet wuu Rige Lideundt ¢ wodn waziivedn SFP+ lidisunit « waim
o.ng) 1 Transceiver Module WU @oG Multi Mode nnubideunt) o lugesegunsal Switch @
\wiee unsdpniuBviaidieniufiy switch
bab) sesfumsdusruuielvdee: (Jeylewanduds gefivdedosswisavhen WWURR uas
awnsonemuRuulflaoszuusssioulieiwiads el
oan) DWmauszUweRiaudrs0s
bag) AuayudeIu MAC Addresses liitiaunin eo,0o00 Addresses
) avvayunsdiia MACsec encryption
b.m.e0) ATUAYUNTIIITULUY Control Plane Policing (CoPP) watiosfunislasfimnessinananais
i)
b.on.aa) aﬁ’um;uﬂmhmuﬁugwuﬁ'wiawﬁ STP, Trunking, Private VLAN (PVLAN), OSFF - acco
routes, Policy-Based Routing (PBR) , IP SLA Responder 1@
b.on.el0) ATUEYUMTIRIURT IR UTEYAlUIIUUATETIILLY Streaming telemetry, Switched Port
Analyzer (SPAN) ups Rerncte SPAN (RSPAN)
b.a.em) 5033UMT encapsulate upt decapsulate mIMLRSEIUIWTIAAER virtual extensible LAN
(VXLAN) w3 GRE Tunnel \#
banes) BTUMTMNUMLATNAL YR IRTugs
@) Enhanced Interior Gateway Routing Protocol (EIGRP, EIGRPvS)
) Hot Standby Router Protocol (HSRP)
o) Interrnediate System-to-Intermediate Systemn (15-15)
o) Bootstrap Router (BSR)
&) Multicast Source Discovery Protocol (MSDP)
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b.anad) ansmiuTuiugendua Software Define Network (SDN) #38 NETCONF, RESTCONF,
YANG, PnP Agent, PnP Téilusd1aiay

b.an.ab) gUnsai“FesEIsORRReUY Rack e I

b..ae) AnsovhnuAusEuUlWilusswelveuu seo VAC, otz 16

b.o.ac) gUnsais Fosdussdul liwerunsunsroy

b.anec) gURTEITIaUS FoaluBfaidnfuguniadluide ve

b.mloo) Visvmihiausssdasldiunisussiieiadumiems Tunsfutszyeruafsinnuidniidu
Visnanyn vanisndudnn Auszdrludssmelngs windu

.« gUnIRinsEedyaIumNe1ATT ¥Rl @ (POE Switch = port) $1u7u a 1ATas auaudRstrnioy
Fasoludl

bae) FUnsailu Layer b Switch #lluuin Switching Capacity laioanin s Gbps uasiiUsedvinw
Tunsdeinudoye Forwarding Rate laitioundn ee.c Mpps

vaio) Hwiisaudmdn (Memory) 1ualitionnit dee MB wasiiviiweudy (Flash memory)
TuRLiien alos MB

paa) Iwofs Ethemet wuu Ried Liioendy o wede awnsedelWlsbidosnin aee W s
W51 IEEE sole.o af PoE wieniu o wedn viafindy uasiinedn «G SFP Litlaundt b woin

b)) atuayumsi awﬁupuﬁaﬁalﬂ'ﬁ STP, Trunking, VTP 1@

vad) aluayunhiurTasutayalussuuiATatisuuy Remote SPAN (RSPAN)

bab) gUnsaifBsasaRnntuy Rack me” 1

baa) auaniinuiusruuinihludssmalnsuuy bleo VAC, otz 18

bad) unsaiioms fouduvednl liheesunsldnundoy

b)) gUnsaifiaus fealiuifeidniugunsalluide e

boo) Uisnitiausssdadldiunsunsistiadumenis lunsBuuseyasuedidonuisnilidy
uidan veeddnduden fussdiludsemmlngs windy

b.¢ gunsainszatedygamuetats 1dad « (POE Switch e Port) $1u7u ¢ 1a3es Hrmautistatay
dasalud

od.e) gUnsalllu Layer o Switch #flvue Switching Capacity lilounin eles Gbps sl
UssdvEnwlunisdsiudious Forwarding Rate Tufinendt @¢em Mpps

o) dvineriudivdn (Memory) sutabidsenii o GB uasiiviinauds (Flash memory) vunsll
usEn « GB

bda) sesiumsiislugadiniuvi Stack bandwidth luitfesnit so Gbps Wgeelaidenni & &

bta) Iwodm Ethemet wuu Rige litaend ee wein aunsodwlinlilidesniy eee W oy
LRI [EEE coln.a af PoE winuiu ee wede viadnit uszliwedn eoG SFP+ litound « wodm

v.d.e) I Transceiver Module WUV #oG Multi-Mode T1uiliiesnn e Tupasiaguninl Switch @
w30t wpesinududFaidenaiuiy switch

bdb) sefumsfusruuielvdisey  deysloyeuileds yedvadowunsoveu WUnd uay
muanemUBiulilressuufevihouldeiwadodnlu

ote) Dirauszuwaioudises

s
“Q“E/

.-'""r-llij




b.tw) AUUAYLTILIY MAC Addresses Witlaunit eb,coo Addresses
o) aduayumndtsfa MACsec encryption
b.&.@0) AUUAYUNTLLUL Control Plane Policing (CoPP) iietlpsfumslaudiviteussiauanans
%
b.tee) afuayumsuRus el STP, Trunking, Private VLAN (PVLAN), OSPF - moco
routes, Policy-Based Routing (PBR) , IP SLA Responder 1%
b.t.ak) auayumainurssasudeyslussuuadstiouuy Streaming telemetry, Switched Port
Analyzer (SPAN) uax Remote SPAN (RSPAN)
b.&.am) 5895UN9 encapsulate uwar decapsulate e mITUINIIAES virtual extensible LAN
(VXLAN) w38 GRE Tunnel 14
o.d.ax) wﬁumﬁﬁ'!a"|umummmmmwaaﬁmﬁuqa
@) Enhanced Interior Gateway Routing Protocol (EIGRP, EIGRPvS)
Io) Hot Standby Router Protocol (HSRP)
o) Intermediate System-to-Intermediate System (1S-15)
=) Bootstrap Router (BSR)
&) Multicast Source Discovery Protocol (MSDP)
b.d.ad) MuIavUTINAUYENAWIS Software Define Network (SDN) #at NETCONF, RESTCONF,
YANG, PnP Agent, PP hiustadon
b.&.eb) UnsEiadnENsoRnf UL Rack e” 16
b.t.ea) aursovhnudussuulii lutszelneuy seo VAC, doHz 19
b.t.oc) pUnIaiviune Feuduvediv lieeiunildnuiey
b.&.ae) pUnsaifiaus Moalubiadrtugunialludde ce
b.&ino) Uithihisusardadidiunsuistieinadumens  Tunfutseysrurdsinnuidnidy
Uidan vasdndada fussdlutseadlng= windu

.5 guUnsainuRuATatwliay (Wireless LAN Controller) $1uau o 8384 nuautifsthaiosdaluil

oo.e) ugunsaifsenuuumndwivmuaunsiiou gunial Wireless Access Point Tneftanusald
ARy quUnial Wireless Access Point Tianuismsluusrmuenaiats Munisy sos.ema, dobas,
soln.eeg, do.aen, gob.enac Waves Wit sob.eeax IALATLTIONALLLLAY parameters U84 access point
7 gUnsal Wireless LAN Controller 18

b)) AWNOREAUTEUL switch FATetieudneiume so Gigabit Ethemet wuu SFP+ litesndt
woin

boam) Inain Ri-e¢ o.dG/aG Multigicabit Ethemet ports a8y « wodn

b.o.a) Iwain uplink WUL eoGbps SFP+ atlan b wain w3e wodm uplink @oG WU Multigieabit
copper 88719UBY 'o WO iR

b.o.d) I AC power adapter TUIW aamoW

b.oo) gUnsaifliaus Finell Rack Mount dwiuindeniulud Rack ax” dhe

vom) Teedsdygin viuudn (Twinax cable) fsesiurnuni eoG Sttt v oy

ob.c) AWV IEEE golo.eQ VLAN tageing, sole.mAX Link ageresation 1

©.o.«?) AWIIRIVAL access point IWataiae @ access point
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©.5.00) 10FUNMIAIUAL access point geaRliiaEndT ko access point uaraNIRLRY doo
access point
b.5.0a) 5985unsHeuu cient Wlitoends & 000 dlients uarausofnldth ec,co0 clients
b.b.am) AWNTARLTILIUNTIAIUAL access point wak client Tana dentsiiy Performance license 1d
b.b.ea) 5 Serial Console port (RJ-ad) nsil#nIn1s44 command line interface
b.b.ed) I management port #584§U mo/moo/mcoo BASE-T interface
b.b.ab) a'|m'mmwgun"|'i'lﬁrlu'ua~:mﬁlmgmi"lu’su'szﬁ'u Application visibility and control (AVC)
b.o.ed) QUATH Wireless LAN Controller #mnsold w»igiu RFC ¢xeb CAPWAP Protocol
Specification lumsfnsieiy access point Ingfiawnsovh encryption w84 control plane 18 wazsaadulunsdi
#99iinT9vn encryption B4 data plane 19
b.b.e<) gURTRl Wireless LAN Controller szfasauisnsaeiu n13ieu access point luwuy mesh Tag
Fawsaldrnuiiiy ¢ GHz lumadeuselum access point Sndawildld Tned access point ftlidasdeune
fuederelagany Ethernet Sionainsldrudnensflunsdfmnugwnluntsifuay
b.b.ec} dTtuutloaiunty spoof <ob.es management frames DETUYY authentication frame, de-
authentication frame, assodation frame, disassociation frame, probe frame Lﬁﬂﬁmﬁumﬂﬁmﬂugﬂuw
284U Denial of Services attack, Man-in-the-middle attack
boo) figun  software  TluntimuanemnweninRudng ulnesu soUiuTesdun iy
access point Winednluimdslfmneiuanmiedoy uennifiaursoufudiumuusssdug uiady
fuinnouraulnednlusinlunsdszuumsianui coverage hole Wity
voe) dloldrusaniu access point 'i:wwﬁﬂaﬁwwm'ﬁﬁﬁﬂﬁwﬂlﬁﬁ'&ﬁ
®) Wired Equivalent Privacy (WEP) RC& &0, soa and e bits (both static and shared keys)
o) Advanced Encryption Standard (AES): Cipher Block Chaining (CBC), Counter with CBC-
MAC (CCM), Counter with Cipher Block Chainine Message Authentication Code Protocol (CCMP)
o) Data Encryption Standard (DES): DES-CBC, mDES
«) Secure Sockets Layer (SSL) and Transport Layer Security (TLS): ACe alec-bit and RSA
@oba- and boa's-bit
&) DTLS: AES-CBC
) IPsec: DES-CBC. mDES. AES-CBC
o) sols.eAE MACsec encryption
b.b.on) SszuuinwimruUseedonuumigiu Wi-Fi Protected Access (WPA) uaz Wi-Fi Protected
Access lo (WPAlp)/ |EEE cols.mei
©.b.loa) FWTINVIIAMIATITADUL IHUAMNIRTTIY IEEE colb.ex Faislud EAR, EAP-TLS
b.ouoe) 10:5UMTIASMINIATL Guest access AU Wi-Fi wae Wired sumie Web interface Tmedt
sruuansolFavinTs adhe euest user fundnaufissywinfillasavny|# Tneftanunsnadne suest user e
[l
b.blod) FUTTORTITVY Rogue access point Wat Rogue client 18 uagausodmnauue? Rogue access
point Juwuu Friendly, Malicious wae Unclassified 16 Taeflanunsoseyldindy access point iy internal
v¥o Bxternal lunsdifiiu Friendly Rogue access point (Rogue access point detection and detection of denial-

M

Yy

of-service attacks)



b.b.eb) Arusarssiuntslaufiaiotte (Intrusion Detection Systerm) Watlasfun1slaufann coe.es
packets AllgUuuuded
&) Broadcast de-authentication frame signatures
iv) Null probe response signatures
o) Management frame flood signatures
«) Wellenreiter signatures
&) EAPOL flood signature
o) NetStumbler signatures
b.olew) S9EURLTMAUTEUY Intrusion Detection System atlesfumsiasdfisedu 1P Taefidle
arwunslanfieneIn Client falwuuda ssuvanunsofasvhniswsuminnislaufives Client faduld
b.o.iog) F843UNTTYT Proactive issue detection, Application performance uazauia Analytics 'Ea:ilﬁ
Traffic 'ﬁ@ﬂ‘.ﬁ' Encrypted
v.oloc) i function AP! d#miu NETCONF, RESTCONF, gRPC uaz YANG 8
b.b.mo) AWINIMIATINABUALEIURINLTAIEIM IEEEGo.ax EAP-TLS 14
b.o.ma) 58e5UT U SSID laitiounit @l SSID fie gUnsal WLAN Controller ki
©.5.qip) @1en3ONTETL Clients Wi Access Point fieglausaulalaudnlusi® (Client Load Balancing)
b.5.aa) A1L150%775 Roaming Meludnuaie Intra Controller roaming, Inter Controller roaming was
Inter subnet roaming
b.b.ae) ALTIONUSEFUYES Quality of Service WWlidunty & sefufesasiy LD GHED LAY
Voice, VDO, normal user uar background service BIEY guest service 18 luusiae profile 493 Quality of
Service @MUNI0TEY parameters BUNAYY Average Data rate, Burst data rate, Average real time rate, Burst real
time rate, Maximurn percentage of RF usage per AP 1A
b.o.od) #1730 Access Control List Iansyy IP Address, Protocol Type, Port was@n DSCP uae
#13730 apply Access Control List Wil Interface, Controller CPU uaz VLAN 1#
.o.mb) MsenTABUALTIUTINALTEUY Radius Server W3a LDAP Server meusnld
b.5.me) AIEVuTINAY Radius Server itariivum Policy 24 VLAN, QoS uas ACL Fumnsnafiu
dwvduwnailiruvianguglinule (Role-Based Policy)
b.o.mc) AIOUIMIIIRNITgUNTRiEY HTTP, HTTPS , TFTP, Syslog , SSH , SNMP (vaia/m), CLI uae
Bluetooth Flnulusgunsalls
b.o.ae) AnNIOUIIIHIUSIAREA SNMP Ve, Viec 4ot Vin
b.b.ao) qUNTNFBNLNIRI§IUANUABRANE IEC, FCC, EN way UL {Huatisy
b.b.xa) gUnsaiieus Feadiuvedhn Tmerrunslnunney
.b.a) PUnIifiaua Fenluiveduiugunsalludiis se
b.b.em) UidniiauensFedifunsussegadumenslumedulssaanundilanuidnidy
Wisvay seeuidndudan usedudsamalnes windy

.0 gUNsRinszaedyalia (Wireless Access Point) $1u7u mo 1Aiss fiamauiRstnioudwialuil
oola) L{}uqun‘mf Wireless Access Point sob.esa/bie/n/ac wuuEsnaniyly
v.ie)  iflugunsal Access Point fawnsovirusaniu WLAN Controller Tiaunldarnaiiusedvinm




bola) @nnInfuddiayafituanud b.aGHz uer ¢GHz Iinwdauiu uasdasannsadonldvesdyy i
Ty 0o, ¥oMHz WSuEuAuE .eGHz uax o, ®o, G0, aboMHz FWMiuLIuATNE &GHZ

o) gunsaiFeliaeimawuunisly vie intemal Omnidirectional &wiuaul w.aGHz I Gain
Lidaunin  dBi uas Al ¢GHz 1 Gain Litfesndt @ dBi

b)) @emeEIaliuiuAul beGHz uar ¢GHz Tnefigunselfisaiiauuuy exe MU-
MIMO o Spatial Streamlul1¢§7u molb.amac wavels Wat axa MIMO « Spatial Streamlul19s§Iu dols.aan
B Gob.amac

b.alb) AUUAYUNTIINTURINLNIWIE Y [EEEGob.eea, IEEE solb.eeble, IEEE golb.een uay IEEE
Gols.aeac wavea uat wavels Iapsasiunisisleutayalitonnit ¢ eGops dwiutuenud ¢ GHz Juaths
vay

bole) Teddygalidenlilidesnit e tosdygnlutiumind baGHz warlitooni be
vesdyqatutusnud & GHz

ool.e) Fosatuayuntsin Dynamic Frequency Selection (OFS) 16

bole) #naduayunisvi Cyclic Shift Diversity (CSD) 19

o..ao) aduayunsiinaluladlunisiudedygu WiFi wuu Beamforming

b.olee) Rosaduayunisvi Packet Ageregation: A-MPDU(Tx/Rx), A-MSDU(Tx/Rx)

b.olek) iwgin Gigabit Ethemet eoo/scocBase-Tx Mbps a¥ey & wadn awniov Link
Aggregation RILNTIRG Y mols.mad

b.olam) Tuamantuenniuewlna

b.o.ed) aduayunsiulnangunsal Power Injector Tnusasfulniiunmssiu colo.mat PoE+

ba.ed) gUnTRlE I uRLansndeuldigunl o i o swmueaidea

b.rl.eb) sosadarioiumuaniuuinigiu Ulkbeds, Ulbordo-aENbosto-a, ENdoadd wpy FCC
fiendios

v.a.an) Hunindasiainuidng dudadeaiudiu Wireless Controller fiaus

.o.ac) gUnseifonme Fouduredu ieuiumsldouuiney

b.o.ec) Unsifiaus douduiveifuriugunsalluite oe

b.olbo) Uity ausseiaddiunsursthaluments ".uﬂ'rs?jum-.sadﬂmunfaﬁmnu’:ﬁ’mﬁnﬁu
Vivanm vaeisndndnn fusediludssmalng o

5.2 Transceiver SFP Module Single-mode 31474 @ 3u ﬁqmauﬁamﬁauiﬂ#ﬂﬂﬁ
b.e.e) TEiumudyg AT Ficer Optic wilm Single Mode
b.c.0) ToeUMTHTaYRFI AT 1R & Gbps
bam) FUMLETREU emmonm

bt Transceiver SFP+ Module Single-mode $7u7u e 3u SRuaudfeiiniavdrsluil
b.ete) TOITUEEAYN AT Fiber Optic whim Single Mode
b.etle) s23fumiddisuanTuigEe eo Gops
baete) B UANLETIERUT smaonm
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b.ao Transceiver SFP+ Module Multi-mode $1U7 me §u ﬁqmmm'ia!iﬁqﬁnui'ﬂialﬂﬁ
b.eo.e) SRAiUAEAyUATEYE Fiber Optic whin Multi-Mode
b.a0.k0) $85UNTsABLAPI MG IR @0 Gops
b.eo.m) SBEURTLETIPAWT cdonm

b.00 SFP+ Twinax Cable $1u2u e Hu fanauRedeoufraluil
b.ae.0) TRIFUNTHTRLARM TN o Gbps
b.ee.n) ﬁwrmammtmgjﬁ o ums
5.0k gUnsaigUnsaldrsadlvih viledl @ (UPS) $1uu B 1e3es SauautRatrataudialyil
b.eb.e) §35UUNI¥Y WUU True On-line Double Conversion Design atuiandtumdslvisitlalitioy
ni1 mooo VA fo oooW
b.ei0.0) urdssdsadlvifiniin Rack mount TUIARIINES b U wasaunsonadu Tower 16
v.ab.s) Wiunnoiuuy Sealed Lead Acid Maintenance Free Tanuseduuas Charger fasuiuwEny
niugungll (Temperature Compensation) iiveBmagnisldeiunes Batter
b.eln.€) YALLRADT wlpdnitly Rack 1174 @ P LENBBNYINIA UPS isdiesanstesidlueuan
wazdr sl iy Load luitisunit mo il
b.e.¢) Sypuummsianniedrsadiiuives sesnailidennit mo uii Mivan b.coo Watts
b.ale.b) waRINIIIUTsRATsdTelNHILUY MIMIC LCD for real-time UPS status display #7130
uame UPS status, Load level, Battery level, Input/output voltaee, Discharge timer, and Fault conditions
v.alo.o) Iy udica@iau Low Battery, Bypass mode, Overload, Failure
©.@l0.c) 52UV Programmable Power Management Outlets arnsaaiueunsslvmsiuyiosndy
1 ldlunsdlvdy (Backup Mode) whaustlomfumsiiussssiandrsadwiilifugunsa@fiarudnluge
(Critical Load)
b.ei.od) Inaindygu USE Beusafuroufmefdmivmusudnmasasdsodnih
b.eo.wo) Il Cold start function
veb.es) \Wusdnfusdsluvseelng Taglseruldfu msfusesmig SO coombome 7
msauRgNds mandn wiasdrsediidh (UPS) seyluienans ISO wanwetnaimiau | IS0 ecoosisoad Tinsaumay
fia mswdn a3nadnsedliii (UPSHeyluenans SO uamBEnimay  uax 1en. slocs (Y o-bddm, 1EN. aloce
A3 poddo, DN, elose WU eleddd YTt Ca (Wiauenasuasdfesiinideaduayumslduing dwmiu
Tasinmstnduus v emindldfunsuwisiethadumansluvsemalve F85U SO cooe : lboed 7
aspuAande My Uimsvdimstne vauaiosdisadifinUps) Taudls inverters, stabilizers, surge protection,
battery, power supplies Wag computer systems ‘islﬂumnm‘! 150 uamtaLnITmIy
b.ak.olb) AnanEniumeals
@) 'Lﬂﬂw*zﬁh
&.0) WIWUTLIN seo-mooVac at ¢o% load, avo-mooVac at moo% load
a.0) Audvidh o Hz Safewarlitionnin +/-mo %
@.m) Power factor correction 148817 o.ee @ nominal voltage (aoo% Load)
o) IWHeen
b.e) AN iUssnIT sooe VA BnooW.
o) WIIFUTTEEN boa/bo/ono/lscoVac TiRTERwaAlliAY +/- @ %

thotb
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v.) AIMETI80N dolbo Hz TAHAMEALIAY +/- o.e %

.« 1A Harmonic distortion <% THD (Linear load), <&% THO (Non-Linear load)
n.¢) Efficiency AC mode litisuni «a%

o.b) i Wave From Inheraeniliu Pure sine wave

i) 1A7 Transfer time WU o ms

b.em qUnIRigUNaidrsadlih viladl o (UPS) S1uau & 1edas pumRadheoudiatud
v.aa.e) 5EUUNTIVNY wuy True On-ine Double Conversion Design #aningisnidainiilalides
M @00 VA /o .oeoW ualssdsediingln Rack-mount vunasIge s U uazaninsadadu Tower 18
b.ae.o) Wuumseiuuy Sealed Lead Acid Maintenance Free Intusefues Charger fasusuisumy
guupil (Temperature Compensation) wefina1gnnsidaueas Battery
v.om.m) Syruunmsiamtsodsodlifuluan seeznalidennit so uift Flvan o Watts
b.am.a) WERINTTILYsNATosE TN LUY MIMIC LCD for real-time UPS status display #7750
wasl UPS status, Load level, Battery level, Input/output voltage, Discharge timer, and Fault conditions
v.ea.d) &Yy dsnfiou Low Battery, Bypass mode, Overload, Failure
b.am.b) §55UU Programmable Power Management Outlets anunsoriveunssslwmwinurssnidy
o ilunsdividy (Backup Mode) Whaustlemflumafuszssnandradwiildugunsafifimndnduge
(Critical Load)
v.eme) Inefndynn USE Beurefumeriwadd uiunuaudansiaiasdisading
b.em.e) 8 Cold start function
b.am.c) Wusdndusindnludsemeine Tnolsanulddy nsfusemmigu SO soombond fnsauaay
fe msadn wiowdsadiin (UPS) seyluanans 150 uansetiedmiy |, 150 soceoond finsauagulis m3
uEn inFasdrsadliiih (UPS)seyluenans (SO wanmindmey  uar BN, cloce U aloddm, LON. sloce WEY
s-loddm, HEN, sloais (8L abddd Ustnv Ca (Winu@naTsuans)
b.em.eo) Fosiviisdoauayumsliuinms dwmiulasimsivnfuwusmnondnflifumsuiviens
Wumanslusswaing AR5 150 coom : woad 7 Asouraulis mawie Vinswiinisnes vausietdsedlvii
(UPS) 57184 inverters, stabilizers, surge protection, battery, power suppliss udd computer systems ';H'Lg'[u
\BAATT ISO wamBE Ry
v.en.ee) AUANTFMIUWATA
o) Ty dn
a.@) WU smo-mooVac at 0% load, moo-moaVac at moo% load
al0) ATdrdh go Hz Seanaalitound +/-e0 %
@.@) Power factor correction WUBENTT o.ex @ nominal voltage (soo% Load)
) ndwieen
n.e) divdsinilidonnit edoo VA/amdoW.
o.o) USITUYIBEN o/ blso/bmo/eaoVac TiAARMEIRILAY +/- @ %
b.o) ATILETEEN do/oo Hz HaBenatelifiy +/- o.e %
io.«) §1# 7 Harmonic distortion £le% THD (Linear load), &% THD (MNon-Linear
load)
in.¢) Efficiency AC mode lsitinena «c%

o
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.5) & Wave From Ithenaenidlu Pure sine wave
0.0l 1A Transfer time Wifiu o ms

5.e¢ Unsafsaufnlvi (PDU) $1uau o Su SrumuiReteioudalul
bec.a) Tednlnioddfunigy en. bevsoced
b.ewi) HusUEnliilidnfu duddulssmeing (en eos)
o.ec.a) fMaster Circuit Breaker i1 illuminated master switched with Overload Protector yu1# la

HpEndT anA atlssiulnszyin wislwiiu leefimanadinrsaudiedoetunisde-Uarsasindqlaelufa
Uszasd

b.ece) Iin LED wantaauznsidouile-Us

bac.d) Tanudnrafnlihenagiidendesse Tmuudusmumubudnu

b.aeb) fnnuustusewinsesininglutudass ¥ien PVC Tugd

b.eaa) 1158 surounsstiniinisluts « 1693 (Line, Neutral, Ground) Sdmsnsiluuvimaung
(Copper Bar) u‘iaunmmﬂmﬁmﬁmﬁ‘uﬁuEaﬂ?ﬁﬁﬁﬂﬁﬁhdﬂugﬂﬁn

b.ax.q) aulWinild senuuusndiessuulniedn Singer Phase #83fl o @18 (Line, Neutral, Ground
nnmduEuaudnaaslvuiasdudadlvng e.e SQMM Wustidee

ved.e) MElviruENETIEE DY o WAT ABRNULIRITTY UBN. ee U &adnn

bed.eo) Widsunsdiiduina Single Phase #BwWUNIRIEIL BN DD

b.ec.ee) 183UNIHENUTATEIL boo-bE-VAC do/sotz

b.ec.al) T835UNTELANHTLA aoa warmAtlWihle o ozow Wussinioy

b.ecan) Juiaiornunmipumiusauniurunenisremdning UL, FCC, RoHS uasuwsgy
nrsYuTas CE

b.e.ae) TUILANIL alb 3

b.ad UHITINMATNSE LA B
b.ad.e) Wunailidmivediludifuguninivun RACK axt” Standard
b.ado) [Tunafiiltes « Yeafiesnsiu Adapter Plate WUy Multimode LC DU @ Tum aU
b.ad.a) 31115038330 LC Connector 19geqaiia o Fiber LUAIATLIR ol
b.ed.e) Hundntuseongulsrnaglsuwisondnm 1WWunesg 1SO deos uat 150 scoon

b.a FUANYYIMATEYIY Fiber Optic Muuanuazn1eluaIa1s (Outdoor / Indoor) wila Multi Mode OMa
o Core

b.ab.e) Wurelsuinhuaiinadnvusiie aunsodasliimeusnemauesnielusiats Tavgn
ponuuuudonueniierurmussanmrwindon wanilshadudilUlusiasidlaudnvasffanuen Tiay
W wazdaiutosuaraiuliifuarsfivauuesgrunisdesfulwyeiaina (EC) Iifusewmigiu saneand-
edes WnuRssuudnuluayymussnaumsiaisan

b.ebp) JAaautAduluntuuinsgiuaing LA un TS baod-odaa, ANSI/TIA-¢oc.0-D,
ANSI/CEADeS&des, 1ISO/EC anmon, Telcordia (Bellcore) GRso & GRa'ow wate RoHS Compliant

b.eb.m) ditloufnhuassedndldfumsiunwindiinunnigrugramngsy (TS veod-bdas) lay
dnauuvdiuilueyge venyysenaudiy

vab.e) Juaslauiduasimm o Core

bt

>



b.ob.d) Wuasluwhiuasedin MULTIMODE Taseadsll o du uaesfurde SINGLE LOOSE TUBE Tot
yhantan PET uszldarsnieluniin Thixotropic Jelly Compound iietlasfunriudy, $anuuseits (Strength
Member) iln Water Blocking E-Glass Yarns vieuislifuuses arilnuantifimslunstiostudBudaane,
Wiesnusn (JACKET) ¥imaedandursievifiay Polyethylene with FR-LSZH anumuniaitisenit oo mm, #u
nsveasunisal uaratuliiOuiy, uaedl  Rip Cord Wiadaslunisusenawldarainuas Jamauds
Geometrical Performance ﬁaf:
@) If7 Max.uazTyp. Attenuation fianuemadu sdo nm AU b.a uaY b.e dB/Kkm
o) £fn Max uaeTyp. Attenuation fi8INENIARY amoo nm iU 0. uwae o5 dB/km
) §#7 Bandwidth #iA1uE1IRE U ago nm l#FInT7 adoo MHz/km. watfi Painenedy
amoo nm lif1nd goe MHz/km.
«) {im1 Cladding Non-circularity iy @.0 %
&) {iA1 Core/Cladding Concentricity error Ly e.d& pm
) {if1 Coating/Cladding Concentricity error iy ale um
o) {i¥7 Coating Diameter, Primary Tty loas +& um
&) £i#1 Coating Diameter, Secondary iy ledo =& um
«) fA1 Proof Test Stress (1Y eco Kpsi
wo) {1 Group Refractive index AT E71IAAY sdonm Wil o axle
@) fiA1 Group Refractive index iRIN3E1IARY emoonm Wil e
b.eb.b) ANNTeTULsFnERRse AN WAL e oo N usrsneltruldinndt viswinfy
sooN wazansavussusIneiuliuinndy viswiiu e.doo Neo cm
b.ab.a) Jvum Cable Diameter WAU ollozo.d mm uas S Wiy dmed ke/km. @ vUTUR &
@ core, #1UTA Cable Diameter WU olsizo.d mm uay Yt WAL sose kg/km.@TVTUTUIR @l core
b.0b.2) Trinslduetowmeuasiafilifu eawh uaranslfoulifu o v
b.ob.«) FuTivuguugiuuelin, ynuzRndsnaus -<o’C Bt so Cupsunisifiuinius
-2o"C T ad"C
v.eb.ac) dsvadiuen Fiber uax Loose tube M nigiu TIVEIA-¢wa-A Wasemntumaduay
b.eb.oe) ADINTUATIVAADUY AL (Optical Characteristics) uasn1sVaaBUMIng (Mechanical Test)
Trouuudutlufusamia Test Report inminnsufidefiold uasdosiosufiRmavmasuildfunsivses
YIRS ISO/ECadicbd
v.0b.ak) Awluuinhuawsddfumvmraununingiy

&) Tensile loading Test TIAElA-adrd-mmA and IEC Sorce-a-o-Eal
o) Compression Test TIA/ElA-egd-aah and EC Songe-a-o-En
o) Repeated Bending Test TIAVEA-edd-soah and IEC borica-a-o-Eo
&) Impact Test TIVEA-c&d-odB and IEC sovsa-a-o-Ex
&) Cable Bending Test IEC conea-a-o-EamB

) Cable Twist or Torsion Test TIAVEA-gdd-adA and IEC Sonda-a-io-Ea
o)) Temperature Cycling Test TIAVEA-gdd-aA and EC somss-a-o-Fa

&) Water Penetration Test TIA/EA-add-aeB and EC sorss-a-b-Fd

o.0b.an) AnaLTRYNUsEN1IRBEYY Data Sheet nndunfindnaifivonuvissmmaluliviuie
Tassnsilasiany

ofoly”
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v.es AWHANYIUATOYY Fiber Optic Muuanuazn1uluaiats (Outdoor / Indoor) wiin Single Mode alo
Core
v.an.e) duadlsuimhuadifinudnsusiios ansofsilifinsusnerrsuazaislusiens Tasgn
senuuuldiuBanueniiausmuseanzuanden usndeferutritluareshidlnudnunefidonuen liam
W wasdniutosuaraiuliiluarsivmunsgiunisdesdulivsaina (EQ) 1Afuseamgu venssos-
wdas WedpuuduTlusyg WU sEnaun IR ST
b.edllo) TAuautTidulusiuuinsgiuaing laun TS beod-sdes, ANSUTIA-ESE. m-D,
ANSIYCEADeDAdes, IS0/IEC emaos, Telcordia (Bellcore) GRlso & GReod Wit RoHS Compliant
v.eola) Beluuiniuaseisdaiuntsiussmndrinsunmsgiugaavassy (TS bebd-etas) Iny
spsuuudnuTluoyn e uenaYsEnsuRiy
v.eo.e) duawlowinihuasiuiy e Core
v.an.e) Wuadloudniuaedn SNGLEMODEIATsadel o Fu uavifiuvia SINGLE LOOSE TUBE Tag
vheindan PET warldarinwlueiin Thixotropic Jelly Compound sladasfumiuiy, fianfuusefis (Strength
Member) 9l Water Blocking E-Glass Yars viovhufield¥uuseis uariinnandimaslunisiostudhdudrany,
wWianuen UACKET) vivdaedanduasiesifiay Polyethylene with FR-LSZH Anumunliiiosndt e.o mm. sy
msmpasuntsatnin wazefuliiufiy, wasd  Rip Cord 1 otlunsusenaisldaseinuae Jamuaut?
Geometrical Performance el
a) 1f7 MaxussTyp. Attenuation faruemady enso nm Ly o.od uat o.em dB/km
o) §181 Max uaeTyp. Attenuation 7IRITTIRRY eman nm 1AY o.od WA o.me dB/Km
m) J871 Max.uasTyp, Attenuation e medy eddo nm 1Al oloe wat o.ec dB/km
&) {f1 Max.uazTyp. Attenuation firruemrfiu eviee nm WAL olom ust o.loo dB/km
&) fien Cladding Non-circularity lifiu o.0 %
) fIA1 Core/Cladding Concentricity error Wil o.d um
«) fi#1 Coating/Cladding Concentricity error liifiu eis um
&) $A1 Coating Diameter, Primary Liifiu nas +& um
) fim1 Coating Diameter, Secondary 1Uifiu bdo +& um
@o) 8A71 Proof Test Stress WAL soco Kpsi
wa) 1A Group Refractive index frnuemeiy sese nm WAL & eods
o) A7 Group Refractive index TR LETARY addo nm WAL &.cosls
b.on.b) Bunsafuusimariessliinnnit wiawiiy e,co0 N wazeaeldruldinngy viowdy
ool uwararusavureusinaviuliuinndy viswAu e.doo Nao cm
b.an.e) {9079 Cable Diameter WAL olozo.& mm uaz Umidn Winfy de=d ke/km dmivowe o
% core, fu7w Cable Diameter WU si.oizo.d mm uae Uwin Wikl sox kg/km. dmurun ol core
b.on.c) TrimslAereeunsinns iy edwin uasuzlfouliiy ec win
b.0c.ed) awsovuguuglvelioy, suriafeius -eo'C Bt do'Cuaransfuinuias -<o'C Bt

b.en.ac) d1¥afuan Fiber une Loose tube »uamIg Iy TIA/EA-dea-C Weaemnlunsdesae
b.ad.ee) ROTUATIVRADUNIALES (Optical Characteristics) uazn1Ivmasuniang (Mechanical Test)
Tnsuuudnuluiusemia Test Report nminsnuidefeld uasdndivesufifnriveaaufileiuntsiuin
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